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ACCESS REQUEST 



RECEIVE ACCESS REQUEST IN ALERT 
DISPATCHER AND USER SERVER 



LOOK UP ASSOCIATED ACCESS LEVEL 
IN LOGGED-IN TABLE 



IF ACCESS LEVEL ALLOWS REQUESTED 
ACCESS, PERFORM ACCESS 



IF ACCESS LEVEL DOES NOT ALLOW REQUESTED 
ACCESS, RETURN ACCESS DENIED MESSAGE TO USER 



r 
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RECEIVE INCOMING MESSAGES FOR MARKET ACTIVITIES 
IN BOTH PRIMARY AND BACKUP SYSTEMS 



PROCESS THE INCOMING MESSAGES TO DETECT AND 
AUTOMATICALLY RESOLVE ALERTS IN BOTH SYSTEMS 



FIG. 42A 
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RECEIVE REQUEST TO WRITE DATA 
TO DATABASE OF PRIMARY SYSTEM 
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WRITE DATA TO PRIMARY'S DATABASE 
IF NOT DUPLICATED THEREIN 



COPY WRITE TRANSACTION TO QUEUE 
FOR TRANSFER TO BACKUP SYSTEM 



FIG. 42B 
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TRANSFER QUEUED 
DATA TRANSACTIONS 
TO BACKUP SYSTEM 



FIG. 42C 



Appln No.: 09/347,497 Page 49 of 54 

Applicant(s): Ana Gabriela Anaya et al. 

MARKET EVENT ALERTS AND USER ACCESS TO 

MONITORING DATA 

REPLACEMENT SHEET 




FIG. 43 



Appln No.: 09/347,497 Page 50 of 54 

Applicant(s): Ana Gabriela Anaya et al. 

MARKET EVENT ALERTS AND USER ACCESS TO 

MONITORING DATA 

REPLACEMENT SHEET 



793- 



795- 



796- 



798- 



- COMMAND TRANSFER OF OPERATIONS TO BACKUP SYSTEM 






DISABLE ALERT DISPATCHERS OF PRIMARY SYSTEM 






DEACTIVATE USER SERVERS OF PRIMARY SYSTEM 






STOP PERFORMING TRANSACTIONS TO THE PRIMARY'S AND 
COPYING THE TRANSACTIONS TO THE QUEUE FOR TRANSFER 






SEND QUEUED DATABASE TRANSACTIONS TO BACKUP SYSTEM 






ENABLE ALERT DISPATCHERS OF BACKUP SYSTEM 






ACTIVATE USER SERVERS OF BACKUP SYSTEM 






ESTABLISH CONNECTIONS TO BACKUP SYSTEM FOR ANALYSTS 
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COMMAND TRANSFER OF OPERATIONS TO BACKUP SYSTEM 



DISABLE ALERT DISPATCHERS OF PRIMARY SYSTEM 



DEACTIVATE USER SERVERS OF PRIMARY SYSTEM 
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PERFORM DATABASE CHECKPOINT AT PRIMARY SYSTEM 
AND STOP REPLICATION OF DATA THERE 



COMMAND FULL OPERATIONS IN BACKUP SYSTEM 
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ENABLE ALERT DISPATCHERS OF BACKUP SYSTEM 



ACTIVATE USER SERVERS OF BACKUP SYSTEM 
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ESTABLISH CONNECTIONS TO BACKUP SYSTEM FOR ANALYSTS 
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812- 



COMMAND REACTIVATION OF PRIMARY SYSTEM 






DISABLE ALERT DISPATCHERS OF BACKUP SYSTEM 






DEACTIVATE USER SERVERS OF BACKUP SYSTEM 






PERFORM CHECKPOINT OF BACKUP'S DATABASE AND 
- BACKUP WRITE TRANSACTIONS TO BACKUP'S DATABASE SINCE 
TRANSFER OF FULL OPERATIONS TO A BACKUP SYSTEM 






RESTORE DATABASE OF PRIMARY SYSTEM 
FROM BACKUP OF BACKUP DATABASE 






RESTART DATABASE SERVERS OF PRIMARY SYSTEM 






RESTART ANY DORMANT STAGES OF THE PRIMARY SYSTEM 






RESUME COMMUNICATIONS WITH EXTERNAL USERS 
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NOTIFY PREVIOUSLY LOGGED 
ON USERS OF PRIMARY SYSTEMS 
THAT BACKUP USER SERVERS ARE 
OPERATIONAL 
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ACTIVATE ENTITLEMENTS 
OF BACKUP ANALYSTS 



826 



COMMUNICATE WITH ANALYSTS 
OF THE PRIMARY SYSTEM 
THROUGH BACKUP USER 
SERVERS 
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REASSIGN ALL OF THE 
PREVIOUSLY ACCEPTED ALERTS 
TO PREFERRED BACKUP ANALYSTS 
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UNDERTAKE COMMUNICATIONS 
WITH BACKUP ANALYSTS VIA 
BACKUP USER SERVERS 
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WRITE ENTITLEMENTS TABLES TO DATABASE 
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WRITE LOGGED ON TABLES TO DATABASE ~1 







SEND ENTITLEMENTS AND LOGGED ON TABLES TO BACKUP SYSTEM 
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COPY RECEIVED ENTITLEMENTS AND LOGGED TABLES TO 
BACKUP USER SERVERS 



NOTIFY ANALYST AN/OR ADMINISTRATOR WORKSTATIONS 
PREVIOUSLY CONNECTED TO PRIMARY SYSTEM THAT BACKUP 
SYSTEM IS ENABLED BY USING RECEIVED TABLES 
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FIG. 48 



